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Al Safety Landscape
https://www.ai-safety.org

« About CLAIS: The Consortium « Events

on the Landscape of Al Safety . Al Safety

is a global not-for-profit - with IJCAI-PRICAI 2020
organization which oversees + Japan, Jan 2021 (Virtual)
the production and use of an - WAISE

Al safety "view" of the current - with SAFECOMP 2020
needs, challenges and state of + Virtual, September 15, 2020
the art and the practice of this + Safe Al

field, as a key step towards » with AAAI 2021

« Virtual, Feb 7/8, 2021

« Safety & Al

« DATAIA Workshop
« Paris-Saclay, Sept 23, 2020

developing an Al Safety body
of knowledge.
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Al
Safety, Security, Privacy, Trust, Dependability,

) & IEEE
v/ « 3rd DEEP LEARNING AND
e 13th ACM WORKSHOP ON SECURITY WORKSHOP
ARTIFICIAL INTELLIGENCE « with the 41st IEEE Symposium
AND SECURITY on Security and Privacy
Hg\l&ember 13, 2020 — Orlando, - May 21, 2020

« with the 27th ACM
Conference on Computer and
Communications Security

2021/2/10 DNV-GL Forum



« Safety and/or/vs Security

S £ 1 « Dependability vs. Security
dlc “y7 « Privacy vs. Security

S@CL |’|:y7 « Trust vs. Security

Drivacy, T”USt, BHREELIL?
Dependability,

2021/2/10 DNV-GL Forum



Security vs Safety
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Dependability
and/vs
Security
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Privacy and Security: What’ s the Difference? [March 5, 2019]

https://it.umn.edu/news-alerts/news/privacy-security-whats-difference

Security => Confidentiality ? <= Privacy

Security Privacy

How information (data) is |

protected at all stages * The right to keep personal

. “ , information from being accidentally

Defines the "how” of or maliciously disclosed, or from
protecting data unauthorized access
Sets up safeguards and e Defines the “who, what, and when”
controls to allow or restrict of protecting data

access to data, protecting from e Qutlines the conditions under which
unauthorized disclosure, theft, information can be accessed, used,
alteration, or loss or shared

« Establishes the right for information
to be protected

2021/2/10 -GL Forum 12




w

2021/2/10

- Security and/or/vs

Trust

wE2/&i (?7) /B8

® p—
DNV-GL Forum %4

13



-SCAR: Europe(2003~ 19t 2021Nov. )
JUSA(8H 2021) Asia(2014~: 7th 2021)

« Embedded Security In Cars ¢ Escar®/JN19th (2021 Nov)

Conference « Hybrid: Virtual & Frankfruit

« The World's Leading e Escar77> 77 2021 7?7 202077
Automotive Cyber Security « 2019: R (118 &)1
Conference! e Escar USA

e started in 2003 in Germany e 7020 canceled

e |ts founder and
organizer, isits AG was

consistently supported by its
event partner ESCRYPT.



https://www.escar.info/isits.html
https://www.escar.info/escrypt.html
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Intelligent Impact Assessment for Product Security
Incident Response Team in the Automotive Industry
(Hitachi Ltd.)
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17TH ACM SYMPOSIUM ON INFORMATION,
COMPUTER AND COMMUNICATIONS SECURITY
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« "arolling stone gathers no moss”
« persistence pays off

« slow and steady wins the race
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